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Sr. Specialist DDIT ISC CSOC Engineering
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Sep 26, 2024
Mexico

About the Role

MAJOR ACCOUNTABILITIES
In addition to accountabilities listed above in Job Purpose:

e Data Onboarding

o Evaluate and onboard new data sources, performing data analysis for identifying anomalies and
trends, and developing dashboards and visualizations for data reporting.

o Collaborate with CSOC engineers, Threat Hunters, and CSOC Analysts to gather requirements and
develop solutions.

o Troubleshoot and provide support for onboarding issues with platforms like Sentinel, Splunk, and
Cribl.

o Validate and ensure proper configuration and implementation of new logics with security system and
application owners.

o Perform data normalization, establish datasets, and develop data models.

o Manage backlog of customer requests for onboarding new data sources.

o Detect and resolve issues in various data sources, implementing health monitoring for data sources
and feeds.

o |dentify opportunities for automation in data onboarding and proactively detect parsing/missing-data
issues.

PERSONAL CONSIDERATIONS

As the role is part of a global organization, willingness for required traveling and flexible work hours is
important.

Mandatory Requirements:

e 4+ Years work experience, Good general security knowledge with hands on experience and certifications
in Splunk, SIEM, SANS Sentinel

e Hands-on experience managing Data ingestion pipeline through Cribl

¢ Understanding of security systems (such as AV, IPS, Proxy, FWs etc.).

¢ An understanding of error messages and logs displayed by various software.

e Understanding of network protocols and topologies.

e Excellent communications skills with written and spoken English Fluency

Desirable Requirements:
1/3



e Security use-case design and development
e Understanding of SOAR

CORE COMPETENCIES
Leadership
Customer/Quality Focus
Fast, Action-Oriented

Results Driven
Role Requirements

Why Novartis: Helping people with disease and their families takes more than innovative science. It takes a
community of smart, passionate people like you. Collaborating, supporting and inspiring each other.
Combining to achieve breakthroughs that change patients’ lives. Ready to create a brighter future together?

https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:

https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we’ll help you thrive personally and
professionally: https://www.novartis.com/careers/benefits-rewards

Division

Operations

Business Unit

CTS

Location

Mexico

Site

INSURGENTES

Company / Legal Entity
MX06 (FCRS = MX006) Novartis Farmacéutica S.A. de C.V.
Functional Area
Technology Transformation
Job Type

Full time

Employment Type

Regular

Shift Work

No
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